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Objective

= Windows 2000
= Flexible, enterprise ready
= Leverage 2000's crypto capabilities

= Distributed, economical, web based NIDS
architecture

= Web server
= Either 1S or Apache will work

= Snort
= Free & open
= Is this cats & dogs living together?
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i WinPcap

= Download
= http://netgroup-serv.polito.it/winpcap/install/

= Install
= Simple “click-n-shoot” operation
= For problems see WinPcap FAQ
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i MySQL — Installation

= Download: http://www.mysqgl.com

= Choose "typical" as installation type

= Note: Install from control panel on W2K
Server

= Password?
= Open WinMySQLAdmIN

 mysgld-mas-nt #oc
1] n #
= Create "Start Menu"” Item "
o Fick-up and Edit myini values Sar
= Located on my.ini Setup lise
Save Modification [pas
: . i Create ShaortCut on Start Menu ﬂ
Snort & Windows 2000 by Dave Elfering - Based on article




MySQL — Create the Database

= Create & Configure
SNORT database

= Right Click MySQL icon
In the system tray
(select "show me")

= Select Database tab
and "Create Database"
to create "snort"
database

l—

:E WMSQL Copyright [C) 1979-2001
K ¥ All nghts reserved. See

{ e Drop Database

{

WinMySOLadmin Yer 1.

Thiz zoftware comes wil

ﬂ' Envirnnmentl 9 Start Eheckl 9 Sewerl ]

—Databaze

‘' (reate Database

Fefresh Databases

Flush Hosts

—TableC  Flush Logs

Flush Tables

Flush Threads

i
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i MySQL — Setting Permissions

= Execute C:\MySQL\bin\MySQL
= Type "\u mysql;
= Type "grant INSERT,SELECT,CREATE,DELETE on snort.*

to snort@localhost;"

Cosmysglsbinmysgl
WYelcome to the MySQL monitor. Commands end with 5 or “g.
Your MySQL connection id is 7V to server version: 3.23.38B-nt

Type *help:' or *~h’ for help. Type *“c’ to clear the buffer

musgl> su mysgl

Database changed

muysgl> grant insert.select.create.delete on snort.** to snortPlocalhosts
Query O, B rouws affected (B.080 szec

= Now type "\u mysql" then "show tables;"
= Now try "select * from user;"
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i Snort

= -Download
= Snort-win32 MySQL binary
« Grab “Snortrules.tar.gz”
« Grab “Snort.conf”

s -Install

= Create 3 Folders:
= "C:\Snort\" - "C:\Snort\Bin\" - "C:\Snort\Logs\"

= Install Snort into "C:\Snort\Bin" folder
= This is a manual copy — no setup file needed
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Snort (2)

= Install the latest FULL set of rules and snort.conf
file
= Edit the snort.conf file

= To reflect your HOME_NET
#var HOME_WET $ethl_ADDRESS

var HOME_NWET 10.1.1.0-24
= Remove # before “output database: log, mysq|l

= Copy the file called "create_mysqgl" from the
"contrib" folder of Unix tar

= http://www.snort.org/Files/snort-1.7.tar.gz
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i Snort Database Creation

= Execute it "C:\MySQL\Bin>MySQL -u snort
snort < C:\MySQL\Bin\create_mysql*

Cimysglsbindmysgl -u snort snort € cimysqlibinscreate_mysil

C:\mysglihing
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i Snort — Finishing the Setup

= Be sure to “hard code” snort.conf rules
=« Should look like this:

#Finclude c:dsnorthyhbinylocal.rules
include cihnvsEnortibinexploit.rules
include c:yvsnortsbinyscan.rules
include c:ihwvsnorthybinsyFinger.rules
include c:hvsnortybinsftp.rules
include c:“snortsbinstelnet.rules
include c:hwsnorthyhinsmtp.rules
include civsnorthbinhrpc.rules

s [est SNORT

= C:\snort\bin\snort —c snort.conf —| c:\snort\logs
= Should fire up and log to MySQL
= If you get no error messages, you're ok!
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i Snort — What You Should See

= Now test Snort

Cissnort~binXsnort —¢c snort.conf —1 cossnort~logs

——== Initializing Snort

Initializing Preprocessors?t
Initiali=ing Plug—dins?t
Indtializating Output Plugins?

+4+++++r+4++++++++++4+++++4++4+4+4+++4+++++4++++++F+ A
Iniditiali=ing r»ule chains. ..

Using LOCAL time

database: compiled support for ¢ mysgl >
database configured to use muyusgl

database user = snort

database database name snort

database ho=st localhost

database SENSOr nName BERO®1

database sensor id 1

database: using the ""log Facilitwy

1117 Snort r»ules read. - -

1119 Option Chains linked dnto 155 Chain Headers
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i Web Server Time

= How-to assumes I1S 5.0
= May want to harden it a bit ©
= Ships with Windows

= Apache will work great too

= Free, which is usually good
» ftp://httpd.apache.org/dist/httpd
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PHP

= -Download: www.php.net/downloads.php
Win32 Binaries

« EHE 4.0.5 [4,580kK0] - 30 April 2001

= -Install
= -Create c:\usr and copy mibs directory In

= -Copy DLL's into winnt\system32 directory (avoid
overwrites)

= -Copy php.ini-dist to server root (c:\) & rename to

php.ini
= -Do not edit the php.ini file
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i Make PHP Executable
.,QW

= Now Add a new entry to =+ Exlore

] ] g Dpen
1S Application Mappings | Bowse
= Control Panel -> ;i”‘:
Administrative Tools -> F'aupse
Internet Services Manager T
-> Default Web Site e
= Select right-click then s 3
I Deleke
properties s
Export List. ..
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i 11S — Adding PHP Extension

= Use the path to php.exe as the
Executable, supply .php as the
exte n S | O n Add/Edit Application Extension Mapping

Execitable: C: M netpubhwsnsroothphphphp. exe Browse... ’

Extension: | phd

i_ l"."IEftlS e S N e R e T A e B L N T T e et b R e e i e S !

| AlVerbs

i !
A gl

I ™ Limit bo:

W Script engine
[~ Check that file exists 0k Cancel Help J

~
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i Final PHP Installation

s Leave 'Method exclusions', blank, and
check the Script engine checkbox

= Put a .php file under your Web server's
document root and check If it works

= Voila!
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i Checkpoint!

= Where are we at?
= MySQL
= Installed & configured

= Snort
= Installed, configured & logging to database

= PHP
= Installed and tested

= Now tackle ADODB & ACID
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‘_L Getting ACID & ADODB

= This setup was on ACID 0.9.6b9
= http://acidlab.sourceforge.net

= ADODB version 1.11
= http://php.weblogs.com/adodb
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i ADODB & ACID Setup - 1

Adds hooks between DB & web GUI
Drop “ACID” Iinto C:\inetpub\wwwroot

Drop the “ADODB” directory into c:\
Edit acid_conf.php in the acid folder
'.'-rJ).I ' ' - -
falert_dbname = "snort’;
falert_host = "localhost”;
talert_port = "
falert_user = ‘admin’;
talert_password = "snort";
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i Acid Setup PT-1

= Open Microsoft Management Console

= Right click on your Web server node
(will most probably appear as 'Default
Web Server'), and select 'Properties’.

= Select 'Home Directory’, click on the
'‘Configuration’ button.
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i Set ACID Homepage

= Now set ACID as the web root

Default Yeb 5ite Properties i P

Cirectory Security ; HTTF Header= i Cusztom Errors i Semver Extensions i
Web Site ! Operators i Ferfarmance ! ISAP| Filkers | Home Directory 3 Documents i

WWhen connecting ta this rezource, the content should come from:
% A directory located on this computer
i~ A zhare located on another computer
™ A redirection to a URL

Local Path: .c:Hinetpuhwawrnnt"uacid Browse...
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‘_L ACID/ADODB Gotcha’s - 1

= Be sure to set this in acid_conf.php

/¥ Path to the DB abstraction Tibrary ¥/
$0B17h_path = "c:\adody;

= Now open the web site In a browser
= http://127.0.0.1 if on Snort server
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* Web Based Steps - 1

= Now we should see:

The underlying database snort@localhost apears to be invalid

The database version is valid, but the ACID DB structure {table: ac
present. Use the Setup page to configure and optimize the DB,
Warning: open{/tmphsess_4E5765feafafB27 1f21e85da7E5ff2edsh, O_

= Not much farther to go!
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i ACID/ADODB Gotcha’s - 2

= Click on the “setup” link to get this:

ACID tables Adds tables to extend the Snort Create ACID AG |
DB to support the ACID

functionality

Search (Optionaly Adds indexes to the  DOMNE
Indexes Snort DB to optimize the speed
of the gqueries

= Click “Create ACID AG”
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ACID/ADODB Finishing Up

= NOw we see

Successfully created 'acid_ag’

Successfully created 'acid_ag_alert!

Status

ACID tables  Adds tables to extend the Snort DB to support DORME

the ACID functionality

Search
Indexes

(Optionaly Adds indexes to the Snort DB to DOME
optimize the speed of the queries

The underlying Alert DB is configured far usage with ACID,
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‘L Voila! An IDS is Born!

Analysis Console for Intrusion Databases

weried on : Tue May 29, 2001 09:06: 37
ratabase: snort@localhost  (schema version: 0)
ime window: [2001-05-23 21:08:16] - [2001-05-29 09:01; 54]

Traffic Profile by Protocol

#of 5 :1
o ensoars TCp (5%}
Unique Alerts: 79 [

Total Number of Alerts: 3220
UDP {D%0)
« Source IP addresses: 84
s Dest. IP addresses: 58 ]

ICMP (95%0)

Portscan Traffic {0%o)




‘L Securing the Server

= Restricting IP access to IS
= Setting up SSL
= Setting up Windows 2000 encryption
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i Securing the 11S Server

= |IS — Surely you'’re kidding right?
= My names not surely ©
= Only allow “authorized” users

= Restrict IP addresses to web site
= Use el-cheapo firewall
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i Restricting 1S Access

s Head to Control Panel/Administrative
Tools/Administrative Tools

= Open “Internet Services Manager”

= Right-click “Default Web Site” properties
= Select “Directory Security” tab
= Remove "Anonymous Access”

Authentication Methods
r_a"' QHDHHMDUSEEEESE ..........................................................

| Mo user namedpassward required to access this rezource.

|
| Account uzed for anonymous access: Edit.
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1S Address Restrictions

= Now set IS to only allow certain IP’s
= Select “IP address and domain name

— |F addrezs and domain name restictons———————————————————

. . vy |
re St r I Ctl O n S | [Grant or deny access o this resource using

i @ IP addreszes or internet domain names.
|

: Ed.. |

= Set this to be VERY restrictive

;. IFI ."l".dd[EEEE ."E'.EEEEE HEEtriEtiDnE' ............................................................................. v

i By default, all computers will be: af O Granted Access

i 2"

| Except those listed below: A ¥ Denied Access

Access : IP &ddrezs [Mazk]/Domain M ame

B & Gianied G11071.1 Al

| @ Granted 9 127.0.0.1

i Remove
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‘_L Setting Up SSL Encryption

= Only log In using strong crypto
= Easy to get a “test” certificate
= Certificate are cheap insurance
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i Getting a Certificate

= VeriSign outlines the following steps:’
= Confirm Domain
= Obtain Proof of Right
s Generate CSR (private key docs!)
= Submit CSR
= Complete Application
= Walt for Processing
= Install your ID
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i 1S Certificate Step One

= Select Directory Security/Secure
Communications/Server Certificate

= Now follow the wizard! &imme wies oo
= Create a new certificate (CSR)
= Prepare request now but send it later
= Use longer key lengths s
= Fill In organization info as required
= Drop the request on the drive

Enter a file name Far the certificate request.
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i What I1s a CSR?

= Your web server’s CSR public key that
you ask a certificate authority to “sign”

= Your server will produce a plain text
block like this:

----- BEG N CERTI FI CATE REQUEST- - - -

M | Buj CCASMCAQAWe] ELMAk GA1UEBhMCQOEXx Ez ARBgNVBAgTC RFc3QgU3Rhd GUx
ETAPBgNVBACc TCENv by YWR0 MRs WGQYDVQRKEXJDYWshZA hbi BUZXNOI E9y Zy 4x
Ej AQBgNVBAsSTCU9VI E9n¥Zm j ZTESVBAGALTUEAXMId3d3LnV4ALnNhM Gf MAOGCSqG
S| b3DQEBAQUAA4GNADCBI QKBgQD5PI i j 2FNa+Zf k10Ht pt spcSBkf kf Z3j FxYA6y
po3+YbQhBPLTVNF @ 9mhbOxWvoNvL8GiplGUPgi wOGvrRao603yHebgc2bi 0AKo
TKWImM-CB+Ka4 2wiwr gcVB2r NYnDnDWOSBWARLL1j 1 YKQBKLINQnQzV3UW hOnr +AS
E/ nV7wi DAQABoAAWDQYJKoZIl hvc NAQEEBQADg YEAAAhX Y1dcweP8c DEDGA U wBOD
CoFb3WYVI 7d4+61 f Ot Kf uL/ EpObl LWKQoVpO CF3gf AF6wcAbeg5M i VWTw XR
t J2] szsZbpQul t OWJL+cCYi vxuTi 18CONQ sr D4s2ZJyt kzDTAcz1Nm uh93eqYw
+kydUy RYl OVElI omNFI Q=
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i IS SSL Certificate Step Two

= Should see “ Bieied it catin
s Free “test” certs available from Thawte
= Nttp://www.thawte.com

= Past the contents of “certreq.txt”

MIIGCTCCA/ECAQAwbzENNASGLIUE L MEAGY edDERMASCGAITECKNIUZV IdEIpdHkx
GzAZBgNVEBLOTEldlewmSleiBFbnRlenbyaiN 1o cEONAwGAITEEXHFTZ 1haGExETAFR
EgNVEAGTCES 1 ¥nThed thMOswC OV DVQOGEwIVIzCCAI TwD VI Ko Z ThweNAQEREQAD

gy IPADCCAgoCyyIBALYEQohgExxhBySkav/ TLESeat t4 TakKENooZ 504502 EJAPOF
WgESHNDEhEsvBgIWTU4/ STh+cewb IiGehFE/ pConCxGFIP1 shE2 BggXeulFFIAPSE
hixasTeEINNGYiNdw3xg3 OCmeMF / RehVinkVhNS i KGwr Doy TXui Or VR RT 7G4 r s e
HEJgeHig9pMhyVruwydtwaslnE EVoqi KilyddalLEIwvKec HiNSne3enTiF PR3t Ri+k
oadgEd+VatKCF Z3nauCow IMx S3vpol Ti7Tnuw TEwSgI1c8w+e bod/ S354L2k0LH]

SqRUTTV eqyAM¥ClostgVialpReBnBEOWERLLYCyVHTS ek SDDF A+n3 WAVEEEVd0a
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Finishing Certificate Install

= Other options for “test” certificate
= Test duration can be up to 365 days
= Don’t change any other settings

Here iz wour certificate:

= You should get this:

MITEGDCCA4GgAwIBAGID Gy 1HADGCS
QTEiMCAGAIUECEMZRKSS IFRFU1RI The
VGhhd3R1IENlenRpZml i TERphZ 4xFz A
GoTDVOODExNUaGF 3 dGUgVGeVzdCEDOSE

MO VWrrTIR 2RI T M mrrl e RRIM A= 1 TTR ™

= Now rerun “Server Certificate” wizard

» Paste the certificate contents via notepad to your
hard drive for input to wizard
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Now Test It!

= Netscape and Explorer both give
connection information

Frotocal; HyperT st Transter Protocol with Privacy
Type: Mot &evailable

Connechtion: 551 3.0, RC4 with 128 bit encryption [High); RS54
with 1024 bit exchange

Address: hitps: #/mail yahoo. com/
[URL]

Security: This 15 a secure document that uses a high-grade encryption key for U5 domestic use only (BC4, 128 bat).
Certificate:; This Certificate helongs to:  This Certificate was issued hy:

login.yahoo. com aecure Server Certification Authority
Tahoo RiE& Data Security, Ine.

Yahoo 3

Santa Clara, Californdia T3

Serial Number: 17DFFFA2:A1:1281:04E1 1548 1B:25.4A5:28:D5
This Certificate is valid from Won Feh 21, 2000 to Wed Feb 21, 2001
Certificate Fingerprint:

B2:4CaT-BT 74D DF- 4912715471 BREXOFZE
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i Server Side Crypto Settings

= What about governing crypto at the
server?

= If we control the endpoint, then the
battle tilts in our favor

= Netscape & IS allow different degrees
of control
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i Require Strong Crypto!

= Set |IS to only allow strong SSL

= Default Web Site Properties/Directory
Security/Secure Communications/Edit

Secure Communications

i'"'l:“' Require zecure channel [S5L)———— =

| ¥ Require 128-bit encryption

e B I L e e S B R R T
B I:I|Er|t EE[tiﬁEatEE .........................................
|

" |gnore client certificates

" Require client certificates

= This disallows unencrypted logins
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i Checkpoint

= At this point we should
= Have an operational Snort probe
= Have strongly encrypted access

= Test the connection
= https://insert.your.server.address
= Login using user/password

= Tell browser to accept the certificate
= It may complain, but ignore it ©
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i Cheap Firewall Protection

= We will demo Blacklce
= Simple setup

= There are others
= Sygate, Symantec, ZoneAlarm, etc.

= Blacklce is simple, cheap and effective

= $40, a credit card and 20 minutes are all you
need ©
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i Quick & Dirty Blacklce

= Do a normal install (click/shoot)

= Once running we’ll tweak two settings
= Right-click Blacklce in service tray

= Bring up properties and set Protection

Level to paranoid

Detection i |CEzap ’ Freferences
Frotection i Packet Log i Evidence Laog ; Back Trace

b anage the Black|CE protection levels and network, file zharing capabilities.

_ Prntectinn LE"."El .................................................................. _;

|
Sn | =el



Finishing Blacklce Setup

= Using Blacklce to restrict clients

= Right-click the Blacklce in the system tray
= Select “Advanced Firewall Settings”
= Now add specific addresses to allow

Add Firewall Enktry

|F address: i'||:|_'|_'|_'|

! O z,@:n:eplf W 2dd Trusted Address Entry
I |

= Once done, simply “ok” all changes
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i Finished Probe Results

= Snort up and running
= Secure, web based GUI
= Economical firewall protection
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